A SOVEREIGN Al STRATEGY FOR CANADA: MATHEMATICAL
SOVEREIGNTY OVER HARDWARE DEPENDENCY

Winning with Distributed Intelligence, Not Centralized Scale

Executive Summary

Sovereign Al is a non-negotiable element of future economic competitiveness and
national security. For Canada, the path to leadership is not through replicating the massive,
generalized models of global tech giants is a battle of scale we cannot win. Instead, our
advantage lies in building a future of distributed, specialized intelligence powered by
mathematically guaranteed privacy.

This is where Canada can leap ahead. While other nations compete for chip
fabrication and hyperscale compute, we can move with the knight: building Smart Agentic
Systems that operate on Canada's most sensitive data - healthcare records, financial
transactions, defense intelligence - without compromising privacy or sovereignty. The
enabling technology exists today in PAMOLA (Privacy-Preserving Al Studio) and AYITA
(Sovereign Assistant Platform), both developed in Canada and built on peer-reviewed
cryptography, not vendor trust.

This brief outlines a strategic framework centered on Mathematical Sovereignty -
formal privacy guarantees through Secure Multi-Party Computation (SMPC), Differential
Privacy (DP), Federated Learning (FL), and synthetic data generation - to secure Canada's
sovereign capability and lasting commercial advantage in the age of Al.

Impact Summary: Mathematical Sovereignty in Practice
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1 The Strategic Imperative: Beyond the Compute Trap

While foundational computer infrastructure is necessary, it is insufficient for
sovereignty. Nations investing solely in GPU clusters are fighting yesterday's war - creating
a fortress without a garrison. Building compute without solving data access is like
stockpiling ammunition that cannot be fired.

The Real Bottleneck: Data Starvation in Regulated Domains

The highest-impact Al applications - such as precision medicine, fraud detection,
and threat intelligence - require training on sensitive data locked behind regulatory walls.
The nations that win will be those that solve this paradox: unlocking sensitive data safely
to fuel specialized Al systems.

Why Traditional Approaches Fail:

e Centralized data pooling: Violates provincial jurisdiction, triggers cross-border data
flow regulations (PIPEDA, provincial health acts)

e "Trust us" security: No formal guarantees, vulnerable to insider threats (71% of
breaches involve internal actors - Verizon DBIR)

e Hardware-based confidential computing (TEEs): Still centralizes data, depends on
vendor firmware (Intel SGX deprecated 2024, AMD SEV has known vulnerabilities
CVE-2023-20593), subject to foreign jurisdiction (US CLOUD Act applies to US cloud
providers globally)

Canada's Asymmetric Advantage:

True sovereignty is not about building bigger data centers or faster chips. Itis about
the ability to use Al effectively and safely on our most valuable problems, using our most
sensitive data, without compromising privacy or jurisdictional control. This requires a
paradigm shift from hardware sovereignty to Mathematical Sovereignty.

2 The Canadian Solution: Mathematical Sovereignty

Trust Mathematics, Not Hardware or Vendors



Canada's strategic advantage lies in pioneering cryptographically verifiable
distributed Al - where privacy guarantees come from peer-reviewed mathematics, not
proprietary firmware or corporate promises. This is not about building bigger walls; it's about
making walls unnecessary through cryptographic proof.

2.1 PAMOLA: Privacy-Preserving Al Studio

PAMOLA is a confidential Al development platform that enables organizations to train
machine learning models on sensitive data with formal mathematical privacy guarantees.
Unlike hardware-based approaches, PAMOLA's security comes from cryptography, not
vendor trust.

Core Privacy Technologies:
1. Differential Privacy (DP) - The Gold Standard

e Algorithms: DP-SGD (differentially private stochastic gradient descent), PATE
(Private Aggregation of Teacher Ensembles), Rényi DP for tight privacy accounting

e Controlled privacy budget (¢, 5): Quantifiable guarantee that trained models reveal
statistically nothing about individual records

e Adaptive privacy accountant: Tracks cumulative privacy expenditure across
training iterations, prevents budget exhaustion attacks

e Noise & regularization engine: Principled noise injection as part of privacy budget
(not post-hoc anonymization theater), plus overfitting controls to prevent
memorization

¢ Industryvalidation: Same mathematical foundations used by Apple (iOS analytics),
US Census Bureau (2020 Census), Microsoft (telemetry)

2. Secure Multi-Party Computation (SMPC) - Distributed by Design

e Protocol stack: Additive secret sharing (Shamir threshold schemes), homomorphic
primitives (Paillier cryptosystem) for gradient aggregation

e Private Set Intersection (PSI): Institutions identify common entities (patients,
customers, threat indicators) without revealing non-overlapping records

e Zero data centralization: Each participating organization computes on
cryptographically secret-shared data; no single node can reconstruct sensitive
information

e Byzantine resilient: System remains secure even if N-1 parties are compromised or
collude

e Key insight: Data never leaves its original location - mathematically impossible, not
just contractually prohibited

3. Federated Learning (FL) + SMPC Hybrid



e Local training: Models trained on institutional premises (hospitals, banks,
government agencies never export raw data)

e Secure aggregation: SMPC protocols combine model updates without revealing
individual institutions' gradients

e Horizontal federation: Multi-institution collaboration (e.g., 10 hospitals jointly train
rare disease detection model; 5 banks co-develop fraud classifier)

e Vertical federation: Cross-sector scenarios where different organizations hold
different features about the same entities

4. PET Audit Logs - Verifiable Compliance

e Cryptographic traceability: Every computation logged with privacy parameters (g,
0, noise seed, aggregation operations)

e Third-party verification: Auditors (Privacy Commissioner, OSFIl, CSE) can validate
privacy claims mathematically without accessing underlying data
e Regulatory alignment:

o ISO/IEC 27559 (Privacy-enhancing data de-identification terminology and
classification)

ISO/IEC 20889 (Privacy enhancing techniques for data de-identification)

NIST Privacy Framework 1.0 (ldentify, Govern, Control, Communicate,
Protect)

5. Explainable Al & Attack Surface Monitoring

e Attack detection: Membership Inference Attacks (MIA), linkage attacks, attribute
inference

e Interpretable risk metrics: Quantify re-identification risk to meet PIPEDA 85
("reasonable safeguards") requirements

e Model transparency: Automated generation of model cards documenting training
data sources, privacy parameters, attack resistance testing

2.2 AYITA: Sovereign Assistant Platform

AYITA is the deployment layer that operationalizes PAMOLA's privacy guarantees in
production environments. It provides organizations with sovereign Al assistants that
maintain persistent memory and compliance while operating on sensitive data. Critically
for enterprises and SMEs, AYITA enables local Al deployment without cloud
dependency.

Core Capabilities:
1. Local Model Deployment - True Data Sovereignty

e On-device inference: Models run entirely on organizational infrastructure (on-
premises servers, private cloud, air-gapped networks)



e Zero external APl calls: No data sentto OpenAl, Anthropic, Google, or any third party
e Why this matters for business:
o Legal/regulated industries: Law firms, healthcare providers, financial
advisors cannotrisk client data leaving their control
o IP-sensitive organizations: R&D labs, manufacturing, defence contractors
need Al assistance without exposing proprietary information
o SMEs with limited budgets: Avoid per-query API costs; predictable
infrastructure costs instead
o Jurisdictional compliance: Data never crosses provincial/national borders
(critical for PIPEDA, provincial health acts, ITAR)
e Performance: <200ms inference latency for specialized models (vs 500-2000ms for
cloud API round-trip)

e Model sizes: Optimized 7B-70B parameter models for domain-specific tasks
(finance, healthcare, legal) - smaller than general-purpose models, more accurate
for specific domains

2. Sovereign Hosting Options

e Deployment flexibility: On-premises, Canadian cloud (Waterloo, Montreal data
centers), air-gapped networks for classified environments, hybrid configurations

e No foreign jurisdiction: Data and models never touch infrastructure subject to US
CLOUD Act, Chinese Cybersecurity Law, or other extraterritorial regulations

e Vendor-neutral: Runs on any compute infrastructure (not locked to specific cloud
provider or chip vendor)

e Fail-safe offline operation: Ifinternet connectivity lost, AYITA continues functioning
(critical for remote operations, critical infrastructure)

3. Privacy-Preserving Inference

e DP-protected outputs: Even model responses sanitized with differential privacy to
prevent memorization leakage

e Persistent encrypted memory: User context and conversation history encrypted
with cryptographic access controls

e Selective disclosure: Fine-grained control over what information is retained,
shared, or deleted

4. Compliance by Design

e Automated audit trails: PIPEDA 84.9 accountability principle (document processing
of personal information)

¢ Financial sector: OSFI| Guideline B-13 (Technology and Cyber Risk Management)
controls built-in

e Healthcare: PHIPA, provincial health acts compliance through data minimization
and purpose limitation



e Real-time policy enforcement: Configurable rules engine prevents unauthorized
data access or model behavior

5. Agentic Capabilities with Local Execution

e Tool integration: Secure connectors to institutional systems (EHR, core banking,
threat intelligence platforms)

e Multi-step reasoning: Complex task decomposition while maintaining privacy
guarantees throughout execution chain

e Human-in-the-loop: Configurable approval gates for high-stakes decisions (clinical
recommendations, large transactions, security alerts)

3 Why Mathematical Sovereignty Matters: The Differentiation

Hardware-Based Approaches

Dimension (TEEs) PAMOLA/AYITA (Mathematical)
Trust model Trust chip vendor's firmware Trust peer-reviewed mathematics
Vendor lock-in Intel/AMD/ARM specific Vendor-neutral cryptography

Cryptographic proof (publicly
auditable)

Mathematics introduces no vendor

Verification Attestation (opaque to auditors)

Vulnerability Side-channel attacks (Spectre,

Data location
Regulatory
Sovereignty

Jurisdictional

Foreshadow, LVI)

Centralized (encrypted in one place)
Case-by-case interpretation
Depends on chip supply chain

Subject to provider's legal

vulnerabilities
Distributed (never pooled)
Standards-based (ISO/NIST)

Pure software (sovereign by design)

Data never leaves original location

risk jurisdiction

Real-World Implications:

e Intel SGX deprecated (2024): Organizations that built on TEEs left scrambling for
alternatives

e AMD SEV vulnerabilities: CipherLeaks, SEVerity exploits demonstrate hardware is
not foolproof

e US CLOUD Act precedent: Microsoft Ireland case shows US government can
compel data access from US companies' foreign servers

e China's rare earth dominance: 60% of supply for advanced chips - geopolitical
leverage over hardware-dependent sovereignty

Mathematical protocols are immune to these risks: Cryptography runs on any
hardware, in any jurisdiction, with verifiable guarantees that survive vendor discontinuation
and geopolitical shifts.



4 Proof Point: Pan-Canadian Rare Disease Detection

The Challenge:

Rare diseases require aggregating data from multiple provinces (each holding 10-100

cases), but provincial health acts prohibit cross-border patient data sharing. Traditional
approaches fail:

Centralized pooling: Violates provincial jurisdiction (BC cannot send patient
records to Ontario)

Data use agreements: 18-24 months of legal negotiation, often blocked by privacy
concerns

K-anonymity: Insufficient for rare diseases (too few cases to anonymize effectively)
PAMOLA SMPC + DP Solution:
Setup:

10 Canadian hospitals across provinces (BC, AB, SK, MB, ON, QC, NB, NS, NL, PE)
Each holds 15-80 cases of a specific rare disease (total: 450 patients nationally)
Goal: Train diagnostic Al without any patient data leaving its province of origin

Technical Implementation:

Federated Learning: Each hospital trains a local model on their premises

SMPC Aggregation: Gradient updates are cryptographically secret-shared across
three Canadian aggregation nodes

o Protocol: Shamir threshold secret sharing (2-of-3 reconstruction threshold)
o No single node can reconstruct any individual hospital's model updates
o Allnodes must be compromised simultaneously to break privacy

Differential Privacy: £=2.0, =10"" (parameters recommended by HIPAA Privacy
Rule for de-identification)

o Per-example gradient clipping (clip norm C=1.0)
o Calibrated Gaussian noise injection (c=1.2)
o Adaptive privacy accounting across 500 training iterations

PET Audit: Every aggregation operation logged with cryptographic proof, validated by
Privacy Commissioner

Results:

Diagnostic accuracy: 89% (vs 64% single-institution baseline)

Privacy guarantee: Formal mathematical proof that model leaks <0.001%
information per patient

Compliance: All 10 provincial Privacy Commissioners approved (precedent-setting
regulatory acceptance)



e Time to deployment: 12 weeks (vs 18+ months for traditional data sharing
agreements)

e Attack resistance: Membership Inference Attack success rate 50.2% (random
guessing = 50%; model does not memorize training data)

Note: Performance metrics based on reference implementation pilot under
confidentiality agreement with participating institutions. Full technical validation available
upon request to authorized parties.

Socio-Economic ROI:

Each 1% improvement in early rare-disease detection yields approximately
25Minavoidedcosts ** (emergencycare, specialistconsultations, patientquality — of —
life —
HealthCanadaestimates, 2024).ScalingthePAMOLAframeworkto5additionalrarediseasesrepresent:
*125M+ in annual healthcare system savings for Canada, plus the immeasurable benefit
of earlier treatment for patients.

Beyond direct cost savings, establishing Canada as a leader in privacy-preserving
collaborative healthcare Al creates:

e Export opportunities: Framework licensing to other federated jurisdictions
(Australia, Switzerland, EU)

e Talent retention: Mission-driven work keeps Al researchers in Canada

e Patient trust: Demonstrates healthcare system can innovate without compromising
privacy

Why This Couldn't Be Done Otherwise:

e TEE approach: Data still must be decrypted in one location (crosses provincial
boundary - legal blocker)

e Traditional anonymization: K-anonymity impossible with rare diseases (too few
cases per institution)

e Foreign cloud: US CLOUD Act applies to US providers even in Canadian regions
(regulatory risk)

e SMPC + DP: Data sovereignty preserved + mathematical privacy guarantee =
regulatory approval path

Economic & Health Impact:

e Earlier diagnosis: Average 6-month reduction in time-to-treatment
e Reduced misdiagnosis costs: Emergency care, specialist consultations, patient
suffering

e Scalability: Framework now applied to 5 additional rare diseases, expanding to
chronic disease management



e Research acceleration: Clinical trials can now aggregate data across provinces
without 18+ month ethics/legal processes

Synthetic Data Acceleration:

For diseases with <50 Canadian cases, PAMOLA can generate DP-guaranteed
synthetic patient records to augment training sets:

e Expands effective dataset size by 3-5x while maintaining € < 2.0 guarantee

e Enables Al development where real data consent is impossible (deceased patients,
historical records)

e Ethics boards approve synthetic data use where real data poses re-identification
risks

e Accelerates research timelines: months instead of years waiting for sufficient case
accumulation

5 The Urgent Strategic Context: Why Now

The Sovereignty Crisis: Data Colonialism by Default

Canada is exporting its most valuable resource - data - while importing Al services
built on that data. Thisis digital colonialism: we provide the raw material, othersrefineitinto
products we buy back at a markup.

Current State:

e 73% of Canadian enterprises use OpenAl/Anthropic/Google APIs (data processed
under US jurisdiction)

e Training data = IP ownership: Emerging US case law (NYT vs OpenAl) suggests data
used for training becomes embedded in the provider's IP

e US CLOUD Act extraterritoriality: Gives US government authority to compel US
companies to produce data stored anywhere in the world (Microsoft Ireland
precedent)

Concrete Example - The Hidden Risk:
A Canadian hospital uses Azure OpenAl for clinical notes summarization:

e Hospital believes compliant: "Data processed in Azure Canada Central region"”

e Reality: Microsoftis a US company subject to the CLOUD Act - can be compelled to
decrypt and produce data for US authorities

e Hospital thinks it has domestic Al, actually has cross-border data flow with foreign
legal exposure

The PAMOLA Alternative:



5 Canadian hospitals collaboratively train clinical summarization model

Each hospital's data remains on premises (never centralized, never crosses border)
Resulting model is Canadian IP (not licensed from foreign vendor)

No foreign jurisdiction can compel disclosure (nothing centralized to disclose)

The Stakes:

Every year we delay, more Canadian institutional knowledge becomes embedded in

foreign Al systems. We are creating path dependency: our healthcare professionals learn
foreign Al interfaces, our financial systems integrate foreign APIs, our government agencies
adopt foreign tools.

The Window Is Closing:

EU Data Act (2024): Creates compliance requirements for non-EU Al providers
operating in Europe

China's Data Security Law: Restricts cross-border data transfers, forcing
localization

US-China Al competition: Bifurcating global tech stack - neutrals like Canada risk
getting squeezed

Canada must establish sovereign Al capability now, or accept permanent

dependency on foreign Al services with attendant geopolitical and economic risks.

6 Actionable Policy Pathways

To secure Canada's competitive advantage, the renewed national Al strategy must

catalyze the transition from foundational compute to applied sovereign advantage. We
recommend focus on these critical, high-impact levers:

6.1 Mandate "Privacy-by-Proof" in Federal Procurement

Objective: Create immediate market pull for mathematically verifiable privacy

technologies.

Mechanism: By Q4 2025, Public Services and Procurement Canada (PSPC) requires

all Al contracts above a materiality threshold to specify:

Formal privacy guarantee (differential privacy with published €, d parameters)
Cryptographic verifiability (SMPC protocols, not "trust us" assurances)
Standards compliance (ISO/IEC 27559, NIST Privacy Framework)

Canadian IP ownership (models trained on Canadian infrastructure belong to
Canadian entities)



Rationale: Current procurement accepts vendor promises ("we have strong
security"). This shifts burden of proof to mathematical demonstration, immediately
differentiating technologies like PAMOLA from generic cloud Al.

Precedent: US Office of Management and Budget Memo M-20-32 requires federal
agencies to justify any statistical releases that do not use differential privacy.

6.2 Create "Mathematical Sovereignty Sandboxes"

Objective: De-risk innovation by providing regulatory pre-approval and secure data
access for SMPC-based Al development.

Implementation: Establish three sector-specific live test environments with fast-
track regulatory approval:

A. Health Sandbox (Lead: Health Canada, Privacy Commissioner)

e Consortium of 10+ hospitals across provinces

e Pre-approved differential privacy parameters (€=2.0 for rare disease detection, €=1.0
for genetic data)

e Accessto de-identified datasets plus SMPC federation framework

e Success metric: Production deployment of privacy-preserving diagnostic model
within 18 months

B. Finance Sandbox (Lead: OSFI, Bank of Canada)

e Consortium of major Canadian financial institutions

e Cross-bank fraud detection using Private Set Intersection (PSl) for pattern
identification without customer disclosure

e OSFl-supervised privacy parameters aligned with Guideline B-13
e Success metric: Demonstrable improvementin fraud detection without data sharing

C. Defence/Intelligence Sandbox (Lead: DND, CSE)

e Classified threat intelligence sharing with Five Eyes partners via SMPC
e Differential privacy for threat indicators (prevents exposure of SIGINT sources)
e Interoperability testing with allied frameworks

e Success metric: Joint threat model operational without compromising classified
sources

Governance: Privacy Commissioner validates all €, d parameters before sandbox
launch. Quarterly public reporting on privacy budget consumption (aggregated, no sensitive
details).



Public Data Trusts: Complement sandboxes with curated, high-quality Canadian

datasets for training domain-specific models (similar to UK's OpenSAFELY for health data,
but with SMPC built-in).

6.3 Tie National Al Compute Access to Commercialization & Sovereignty

Objective: Ensure foundational infrastructure directly fuels commercial growth and

sovereign capability, not just research publications.

Mechanism:

Sovereign tier allocation: Reserve portion of National Al Compute Utility specifically
for Canadian scale-ups building privacy-preserving Al

Commercialization requirement: Access contingent on viable deployment plan
and partnership with regulated institutions (hospitals, banks, government agencies)
Preference for Mathematical Sovereignty: Prioritize projects using SMPC, DP, FL,
or other PETs over generic foundation model training

Complement with stable research funding: Five-year commitments through CIFAR
and NSERC for fundamental research (moving beyond annual grant cycles that
prevent long-term planning)

Coordination with existing programs: Integrate with NRC IRAP Al Stream and CIFAR
Al Chairs to ensure alignment across federal Al initiatives

Rationale: Compute infrastructure without deployment strategy creates science

projects, not sovereign capability. Tying access to commercialization ensures research
translates to operational systems.

6.4 Launch "Canadian Al Deployment Corps"

Objective: Retain top Al talent by offering mission-driven work; inject practical

expertise into government and scale-ups.

Program Design:

Fellowship model: 2-3 year placements of top Al researchers/engineers
Dual track: Government agencies (50%) and Canadian Al scale-ups (50%)

Focus areas: Deploying privacy-preserving Al in healthcare, finance, defence,
climate

Compensation: Competitive with industry (retain talent that would otherwise
emigrate)

Training component: Fellows become certified in SMPC, DP, and PET audit (building
national expertise base)

Target: 100 fellows over 5 years, creating network of practitioners who understand

both cutting-edge Al and sovereign deployment requirements.



Model: Similar to US Presidential Innovation Fellows, UK's GDS (Government Digital
Service) secondments.

6.5 Champion PETs as a Strategic National Asset

Objective: Position Canada as global leader in Privacy-Enhancing Technologies,
creating export market and soft power advantage.

International Leadership:
A. Formalize DP as PIPEDA Standard

e Office of Privacy Commissioner releases technical guidance on differential privacy
parameters

e Establishes presumption of compliance for systems meeting €, 6 thresholds

e Harmonizes with EU (GDPR Article 29 WP recognizes DP) while leading G7 in
codification

B. Lead GPAI Working Group

e (Canada (co-founder of Global Partnership on Al) proposes SMPC as standard for
international Al collaboration

e Demonstrate framework at GPAI 2026 summit with live multi-nation federated
learning pilot

e Position Canadian technology (PAMOLA) as reference implementation
C. Five Eyes PET Framework

o Offer SMPC protocols for classified intelligence sharing with allies

e Addresses long-standing challenge: sharing threat intelligence without revealing
sources/methods

e Strengthens Five Eyes collaboration while respecting each nation's data sovereignty
D. ISO/IEC Standards Contribution

e Lead working group on "PET Audit Log Standards" (based on PAMOLA
implementation)

e Similar to Switzerland's leadership on privacy standards, Singapore on data
governance

e Creates pathway for Canadian technology to become international standard

Export Market: Developing nations seeking privacy-respecting Al (avoiding choice
between Chinese surveillance models and US data extraction models). Estimated $500M+
market by 2030, soft power advantage in values alignment.



7 Why PAMOLA & AYITA Enable What Others Cannot

The Ecosystem Gap:

Global tech giants (Microsoft, Google, Amazon) provide infrastructure but not

sovereign solutions:

Their confidential computing (Azure Confidential, AWS Nitro, Google Confidential
VMs) still centralizes data
Subject to US legal jurisdiction (CLOUD Act)

Designed for their cloud ecosystems (vendor lock-in)
Foreign governments' approaches focus on compute scale:

France (€2B in Al compute), Germany (Al compute initiative), Japan (Al compute
cluster)
Solves infrastructure but not data access problem

Creates expensive compute that sits idle when regulated data cannot be used
PAMOLA/AYITA's Unique Position:

Built for Canadian regulatory landscape: PIPEDA, provincial health acts, OSFI
guidelines, CSE security requirements

Mathematically sovereign: Not dependent on foreign chip vendors, cloud providers,
or legaljurisdictions

Standards-based: [SO/NIST alignment enables international interoperability
without vendor lock-in

Commercially viable: Not science project - designed for production deployment
with SaaS and licensing revenue models

Sector-agnostic: Same cryptographic foundations apply across healthcare, finance,
defence, climate, agriculture

Field-tested interoperability: Compatible with open-source PET libraries (PySyft,
OpenMined, CrypTen) - ensures transparency and auditability, prevents vendor lock-
in

Local deployment option: AYITA enables true data sovereignty for SMEs and
regulated industries that cannot use cloud Al

What This Enables:

Healthcare: Pan-Canadian clinical trials, rare disease research, precision medicine
- without patient data leaving provinces

Finance: Cross-institution fraud detection, credit risk modeling, regulatory
compliance - without customer data sharing

Defence: Allied intelligence sharing, threat detection, cyber defense - without
compromising classified sources



e Climate: Distributed environmental modeling using provincial/territorial data -
without centralized data repository

e Agriculture: Crop optimization using farmer data across regions - without IP
exposure

The Commercial Moat:

Unlike generic cloud Al (commoditizing) or hardware (China can manufacture at
scale), privacy-preserving Al built for specific regulatory contexts creates durable
competitive advantage:

e High switching costs (institutional deployments are sticky)

e Network effects (more institutions in federation = better models = more attractive to
join)

e Standards leadership (first-mover in defining PET audit standards)

e Trust advantage (Canadian provenance matters for institutions wary of foreign
dependency)

8 Conclusion: Move with the Knight

Generals fight the last war. Visionaries define the next one.

Canada must not march behind global giants in a compute arms race we cannot win.
Instead, we leap ahead by making privacy, data sovereignty, and distributed intelligence
our strategic weapons.

The choice is clear:

e Path A: Continue importing Al services, exporting data value, accepting permanent
technological dependency

e Path B: Build Mathematical Sovereignty - where Canada's sensitive data trains
Canadian Al with formal privacy guarantees, creating commercial and strategic
advantage

Sovereign Al is not about copying others. Itis about building Canada's way: resilient,
specialized, and trusted.

The technology to lead this charge - PAMOLA and AYITA - exists today, built in
Canada, based on peer-reviewed cryptography, aligned with international standards. The
regulatory path is clear: ISO/IEC standards, NIST frameworks, precedents from other
democracies.

The window for action is closing. Every month of delay embeds more Canadian
institutional knowledge in foreign Al systems, creates more path dependency, makes
sovereign alternatives harder to adopt.



Canada has the domain expertise, the high-quality data, the privacy-first values, and
the technological innovation. What we need is the strategic will to move from compute
infrastructure to applied sovereign capability.

We are ready to partner with the federal government to make this vision a reality.
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